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1. Policy Statement

1.1 This policy outlines Colchester Borough Homes’ (CBH) commitment to creating a
culture which has zero tolerance for fraud and corruption. The conduct of the Board,
staff, consultants, contractors, suppliers, and others involved in delivering CBH’s
services is crucial to achieving this.

1.2 This policy also outlines the fraud prevention, monitoring, and reporting within CBH
through Fraud Risk Assessment in line with the requirements of the Economic Crime
and Corporate Transparency Act (ECCTA) 2023.

1.3 The purpose of this policy is to:

e Set out CBH’s responsibilities in observing and upholding its policy on fraud.

e Provide a framework for risk assessment and response planning.

e Provide information and guidance to CBH employees and partners, suppliers,
customers and other stakeholders on how CBH recognise and deal with fraud
issues.

e Establish standards of conduct for CBH employees, partners, suppliers,
customers and other stakeholders to ensure that relevant legislation is adhered
to.

2. Scope

This policy covers the following areas of fraud and corruption:

Fraud

Bribery and corruption
Money laundering
Tax evasion

This policy applies to all persons working for or on behalf of CBH including employees
at all levels, directors, contractors, suppliers, external consultants, third-party
representatives, service users, residents, or any other person associated with CBH.

3. Principles

CBH recognises the potential for fraudulent activity to occur within, or target, any area
of its business. Its response encompasses identified good practices, and the key
elements involve staff and Board members always acting honestly and with integrity,
as well as safeguarding the resources for which they are responsible. Additionally,
staff and Board members should ensure that relevant policies and procedures are
followed. This culture ensures that the risk of fraud and corruption is minimised within
CBH.
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4. Definition of Fraud

4.1 Fraud

Fraud is defined by the Fraud Act 2006 as dishonesty committed through three main
methods: making a false representation, failing to disclose information, or abusing
a position of trust. The Act focuses on the dishonest behaviour of the subject(s) and
their intent to make a financial gain. The gain or loss does not have to succeed if
the intent is there.

The key offences under the Fraud Act 2006 are:

e Fraud by false representation: Knowingly making an untrue or misleading
statement. The representation may be expressed or implied and by any means
e.g., by words or actions. A representation is false if it is untrue or misleading,
and the person making it knows it is or might be untrue.

e Fraud by wrongfully failing to disclose information: Dishonestly withholding
information when under a legal duty to disclose it, with the intent to gain or cause
loss.

e Fraud by abuse of position: Dishonestly abusing a position where one is
expected to safeguard or not act against the financial interests of another, to
make a gain or cause a financial loss to another.

In addition, the Fraud Act 2026 deals with offences relating to the possession of
articles for use in fraud, making or supplying articles for use in frauds, participation
by a sole trader in fraudulent business, and obtaining services dishonestly, either
personally or for another.

Fraud is often divided into three categories:

e Internal fraud — perpetrated by people within an organisation, most often with
access to movable assets such as cash, materials or housing in terms of
tenancies.

e External fraud — perpetrated by persons outside an organisation; it includes
theft, cybercrime, deception, tenancy fraud, contractor fraud on jobs etc.

e Collusion — a dishonest, secret agreement between two or more parties, often
external and internal parties, to defraud a third party, breach regulations or gain
an unfair advantage.

‘Gain or Loss’ is defined to consist only of a gain or loss in money or property
(including intangible property) but could be temporary or permanent.

The Act focuses on what the perpetrator intended rather than what necessarily
resulted.
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4.2

4.3

Bribery and Corruption

The Bribery Act 2010 introduced an offence under Section 7, which applies to
commercial organisations that fail to prevent persons associated with them from
committing bribery on their behalf.

Bribery / Corruption is defined as the ‘offering, giving, soliciting, or acceptance of
an inducement or reward, which may influence a person to act against the interest
of the organisation’.

The general offences under the Act are:

e The offering, promising or giving of a financial or other advantage to another
individual to bring about the improper performance of a relevant function or
activity and to reward that improper performance. This is referred to as active
bribery.

e The requesting, agreeing to receive, or accepting a bribe, where the individual
knows that the acceptance of the advantage offered, promised, or given
constitutes the improper performance of a relevant function or activity. This is
referred to as passive bribery.

e The promising, offering, or giving of a financial or other advantage to a foreign
public official, either directly or through a third party, where such an advantage
is not legitimately due.

e The failure of commercial organisations to prevent bribery on their behalf.
Applies to all commercial organisations which have a business in the UK.
Applies to commercial organisations itself, as well as individuals and
employees acting on their behalf.

Corruption is abusing your position for direct or indirect personal gain by offering,
giving, soliciting or accepting inducements designed to influence action or
decision-making.

CBH has established a Bribery Prevention, Gifts, and Hospitality Policy to clarify
the rules of financial management within the organisation and to reduce the
likelihood of fraud occurring due to misinterpretation and/or manipulation of
systems and procedures. It includes Standing Orders and Financial Regulations,
Delegations of Authority, a Risk Management Framework, documented
procedures, and a system of internal controls (including internal and external
audits).

Tenancy Fraud
Tenancy fraud includes:
¢ Abandonment: where a tenant leaves the property and resides elsewhere with

no intention to return and have not issued a proper Notice to Quit or agreed
written surrender of the property.
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e Failing to Report a Change in Circumstances: where a tenant fails to report a
change in their personal circumstances that may affect their right to the
property.

e Fraudulent Right to Buy or Right to Acquire Application: where someone
provides false information as part of their application.

o Key-Selling: where a tenant is granted tenancy, but they never move into the
property. Instead, they sell the keys to the property to someone else.

e Obtaining Housing by False Representation: where a false representation is
made to rent a social housing property when the individual is not entitled to.

e Unlawful subletting: when a tenant rents out their home without CBH knowing
or without CBH permission.

e Unlawful Use of Property: this may occur where the property is not being used
by the tenant as their only and principal home or where the property is being
used for other purposes, such as storage or unlawful activities, including the
cultivation and / or distribution of drugs.

e Wrongly Claimed Succession: when a tenant dies and a person claims the
right to succeed the tenancy and home by stating they have lived at the
property for required amount of time when in fact they have not.

4.4 Money Laundering

The UK anti-money laundering regime has evolved over several years, and the
latest legislation is the Money Laundering and Terrorist Financing (Amendment)
(No. 2) Regulations 2022 (MLR 2022). MLR 2022 expands the list of financial crime
risks covered by MLR 2017, adding proliferation financing alongside money
laundering and terrorism financing. The Economic Crime (Transparency and
Enforcement) Act 2022 should also be taken into consideration.

Money laundering is the process by which funds derived from criminal activity are
made to appear legitimate by being exchanged for clean money. This can include
investing the proceeds of crime into property purchases.

CBH will not accept funds where we have knowledge or a reasonable suspicion
that the funds are the proceeds of a crime. In such circumstances, we will report
to the Serious Organised Crime Agency (SOCA) as required under Money
Laundering Regulations.

CBH staff should report any transaction to the Head of Finance that they consider
suspicious, for example, large payments of arrears received in cash (over £1,000).
The Head of Finance can then make enquiries about the source of the funds. The
Head of Finance will maintain a register of all transactions reported, along with any
actions taken in response.
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4.5

4.6

5.2

Tax Evasion

The Criminal Finances Act 2017 created a corporate criminal offence of failure to
prevent the facilitation of tax evasion. This means that it is a criminal offence if an
organisation fails to prevent its employees or any person associated with it from
facilitating UK and non-UK tax evasion.

The Act aims to encourage organisations to actively prevent criminal tax evasion
by implementing effective corporate governance and robust reporting procedures.

An organisation will be liable for any breach unless it can show that it has put in
place “reasonable procedures” to prevent tax evasion or that it was not reasonable
to put such measures in place.

Cybercrime and Banking Fraud

Cybercrime and banking fraud are serious issues, with fraudsters using online
methods to steal money and personal information. Cybercrime encompasses
phishing, identity theft, and intellectual property fraud, while banking fraud involves
various scams that trick victims into disclosing their bank details or paying money.

Policy Details

Central to this fraud prevention policy is the Fraud Risk Assessment, which is a
proactive, structured process to identify, analyse and mitigate internal and external
fraud risks to CBH, and allows CBH to evaluate the fraud risks, implement controls
to mitigate the risks and continuously review the threats and control procedures.

The fraud risk assessment will consider all business streams and identify key areas
of fraud risk exposure, risk assessment levels, and controls and procedures in
place to mitigate fraud risk. The assessment will identify gaps or weaknesses in
control activities and include agreed actions, with timescales, for improvement in
the control environment.

The Head of Finance is responsible for the updating of Fraud Risk Assessment
after periodic conversations with the relevant team managers and present it to the
governance bodies.

In addition to the Fraud Risk Assessment, CBH has a range of operational policies,
systems, and procedures designed to deter and enable the detection and reporting
of fraud. This includes:

e Fraud Register

e Dealing with Fraud Procedure

¢ Fraud Response Plan

¢ Fraud Risk Register

e Bribery, Gifts and Hospitality Policy
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Financial Regulations and Delegated Authority policies and the internal control
procedures Standing Orders and other governance-related policies, covering
other probity policies and the associated management systems.

Operating procedures covering tenancy-related matters; allocation of homes,
repairs, maintenance and development activities; estates services; care and
support services; and staff recruitment.

6. Responsibilities

6.1 Board Members

Immediately report if they suspect a fraud or bribery/corruption has been
attempted or committed, or if they see any suspicious acts.

Commit to preventing tax evasion by persons associated with CBH.

Foster a culture of zero tolerance towards fraud, bribery, and corruption.
Ensure that members of staff or Board Members who, acting in good faith, report
concerns are protected from possible reprisals, harassment or victimisation; and
Ensure that the internal control environment is in place and effective.

Work and be seen to work in an open, honest, and transparent manner that is
free of fraud.

Comply with anti-fraud and bribery controls and processes.

6.2 Finance & Audit Committee

Review and report to the Board on systems, such as NEC and financial systems
internal controls and risk management.

To review internal audit findings on Fraud.

To approve the Dealing with Fraud Policy.

To receive reports recorded on the Fraud Register at every meeting.

6.3 Directors’ Management Team

Ensure they and their staff are fully aware of their responsibilities under this
policy including reporting suspected fraud.

Ensure an adequate system of internal control exists within their areas.
Require staff to sign up for the code of conduct.

Test and ensure that we have a high level of risk assessment assurance.
Implement all agreed-upon audit recommendations to strengthen controls
promptly.

6.4 Head of Finance

Regularly review the Fraud Risk Assessment and Fraud Response Plan, and
present them to the Corporate Management Team, Finance and Audit
Committee and Board periodically.

Report suspected fraudulent activity to the National Crime Agency (or successor
agency) and suspend the transaction or activity if practical and safe to do so.
Raise internal awareness.
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¢ Arrange training for relevant staff.
e Ensure this policy remains up to date and fit for purpose
e Maintaining the Fraud Register,

6.5 Staff

¢ Adhere to Colchester Borough Homes’ Code of Conduct.

e Comply with CBH’s Standing Orders and Atrticles.

o Familiarise themselves with all legislation linked to their roles, particularly that
introduced to prevent financial crime.

e |Immediately report suspicions of fraud or bribery/corruption, whether attempted
or committed, or any suspicious acts.

e Commit to preventing tax evasion by persons associated with CBH.

e Ensure operational procedures adequately protect the organisation from fraud,
bribery and corruption.

e Be alert to the possibility of fraud, bribery and corruption.

e Work and be seen to work in an open, honest, and transparent manner that is
free of fraud.

6.6 Third Parties

7.

Need to be aware of CBH’s policies and have a similar anti-fraud, bribery, and
corruption arrangements in place.

Reporting Concerns

Staff are encouraged to raise suspicions of fraud, bribery, and corruption in line with
this policy and the Fraud Response Plan. Reports can be made in the knowledge
that such concerns will be treated in confidence and investigated fully and fairly.

Suspicions of fraud, bribery, or corruption or other irregularity should be reported in
the first instance to Director of Resources. Alternatively, concerns should be reported
to the Chair of the Audit Committee. If the suspected fraud or irregularity involves
one or more, the concerns should be reported to any of those not suspected in
involvement.

CBH wishes to safeguard colleagues against malicious or unfounded allegations and
operates fair procedures. CBH may take disciplinary action against anyone who
deliberately makes a false allegation.

Fraud Response Plan

A fraud response plan is a documented procedure outlining CBH’s steps to manage
suspected or actual fraud, focusing on minimising losses, preserving evidence,
ensuring timely action, and protecting reputation through clear reporting lines,
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10.

investigation protocols, containment measures (like restricting access), and
legal/disciplinary steps.

A fraud response plan includes Initial Assessment, Containment; Investigation and
Evidence Management; Legal & Disciplinary Action, Recovery & Prevention; and
Communication.

A fraud response plan is a guild for responding to potential fraud, and the purpose
is to minimise financial losses, securely gather evidence for legal or disciplinary
action, and mitigate reputational damage.

The Head of Finance is responsible for reviewing the Fraud Response Plan and
providing reverent training to different level of management teams and ensure they
are aware of the procedures and can take timely actions correctly.

Assurance and Training

To ensure everyone within the organisation has sufficient awareness of this policy
and associated procedures, training/update will be provided to all the staff within
CBH on a bi-annual basis, except Board members, Corporate Management Team
members and all Finance team staff, who will be required an annual training.

Assurance will continue to be given via the Finance and Audit Committee, a Fraud
Audit conducted by the internal auditors scheduled every 3 years to ensure the fraud
prevention and monitoring framework in place are robust and meet both legislative
and best practice.

Associated Documents

The Dealing with Fraud Policy should be read in conjunction with the following
policies:

e Fraud Response Plan

e Bribery Prevention, Gifts and Hospitality Policy
e Tenancy Audit Policy

o Staff Code of Conduct

e Disciplinary Policy

¢ Whistleblowing Policy

e Complaints Policy

e CBH Standing Orders

e CBH Fraud Section on the website
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