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Glossary

BWVC Body Worn Video Camera (BWVC)

ASB Antisocial Behaviour

FPN Fixed Penalty Notice

User Any person who uses a BWVC

Appointed A manager who is authorised to review and manage the

Manager

camera data on the authorised storage device




Contents

Policy Aim

Introduction

Using the BWVC

Storing and Viewing a Recording

Other Documents/Legislation and References

o 0 ks~ wdhPRE

Body Worn Video Camera Usage Procedure
Document control sheet

CBH Body Warn Video Camera Policy - December

© 00 N OO O b~ b



Policy Aim

This document explains how Colchester Borough Homes will approach and
use Body Worn Video Cameras (BWVC) to ensure they follow relevant
legislation and codes of practice. This document and associated procedures
will standardise the use of BWVC and the evidential product produced.

The intention is for the use of BWVC to:

e Raise standards of service

e Reduce incident escalation

e Be used in the process of both civil and criminal enforcement to
ensure that it is accurate and transparent

e Reduce complaints

This policy applies to all CBH staff that may use Body Worn Video Cameras
and/or the associated data management software. Staff are required to use
the equipment in line with this policy. They will receive full instructions in its
use and the relevant legislation. CBH will monitor the use of the BWVC to
ensure that the equipment is an appropriate tactic and that the use is in line
with policy and procedure.

The Health and Safety Manager is responsible for the following, in relation
to this policy:

Training of staff in the use of BWVC

Maintenance and overall management of BWVC'’s
Ensuring staff adhere to the policy and procedures
Reporting on the use of BWVC'’s

Introduction

Colchester Borough Homes has an obligation under the Health and Safety
at Work Act 1974, to ensure the Health, Safety and Welfare of its
employees. It is particularly important that it helps to protect and support its
mobile workers whilst they are carrying out their duties away from the office.
Some colleagues, including Antisocial Behaviour (ASB) Officers,
Compliance Officers, Building Safety Team and Building Safety Caretakers,
through the nature of their work, are sometimes open to aggressive, violent
and/or abusive encounters.

For the purposes of this Policy, any user of the BWVC will be known
as a user henceforth.

There are already several policies and procedures in place including the
Lone Working Policy and the Abusive Phone Calls Procedure to help
manage the risk. In addition to this, a body worn video camera (BWVC) can
be worn. This device records sound and pictures, which will help the user
gather unambiguous evidence and add an extra level of security.
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The system acts largely as a deterrent and the device does not record
unless the user switches it to the on position. In addition to increasing the
health & safety of staff, the use of the device will help to make CBH’s
operation more transparent to the public with the evidence being available
when investigating customer complaints.

Any evidence gathered can also be used by:

e Police to substantiate a prosecution,

e Insurers for claims or

e Other statutory organisation such as adult or child social care in the
event of a more serious incident of abuse.

Any recordings made should be captured, stored securely and used in
accordance with the General Data Protection Regulation (GDPR) and the
Information Commissioner’s Office (ICO) CCTV Code of Practice.

Using the BWVC

All camera units shall be stored in a secure area. An issue and returns log
will be maintained by Appointed Manager(s)*, who will be responsible for
issuing the cameras. This may be done on a daily, or as needed basis.

Once allocated, the BWVC user will take responsibility for the safe keeping
of the unit. Before leaving the premises each day they will check that the
unit is functioning correctly. It should be noted that the BWVC user may be
liable for any repair/replacement costs incurred through neglect or misuse
of the device.

The camera will only be switched on during a specific activity.
Examples of where BWVC will be worn and used:

Evictions
Forced entry
Where there is evidence of previous violent or abusive behaviour

Undertaking Fire Risk Assessment activities by the Building Safety
Caretakers

e Suspected drug use

No covert recording is permitted by any user. If covert recording is needed,
then a request is made to the relevant member of the Corporate
Management team explaining the reasons why and must be approved by
them and the DPO.

The device will clearly show that recording is taking place and in the event

of an incident with a member of the Public/tenant, the Officer will make it
clear that they are being recorded.
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10.

If a recording has already started prior to the arrival of a member of public,
the user will tell them straight away that recording is in operation.

The user will attempt to minimise intrusion of privacy on those persons who
are present but not involved in an incident, by keeping the camera focused
on the incident and not bystanders.

Recording must continue uninterrupted from the start of the recording until
the conclusion of the incident. The user will continue recording for a short
period after any incident to clearly demonstrate that the incident has
concluded.

The recordings taken will be downloaded at the end of each day onto a
stand-alone laptop through the encrypted DEMS360 software. Any transfer
to unauthorised storage facilities is forbidden and may result in legal or
disciplinary proceedings. (Please see Appendix 1 for the internal process
relating to sharing image data)

Downloading will be carried out through a docking station at the end of each
use. The software will automatically delete the data off the camera once
downloaded. This must be completed at the end of each day so no data is
held on a camera when taken out again.

If a situation has arisen, this is recorded on the register (date and time of
incident) so is easily retrievable when the data is reviewed.

Relevant Appointed Managers;- Community Safety Manager, Housing Manager,
Community Caretaker Team Leader, Data Performance Manager and Health & Safety
Manager. In the absence of an Appointed Manager, any Head of Service should be
consulted

Storing and Viewing a Recording

All information recorded will be stored within a secure area so that only
authorised personnel can view it.

The recordings will be stored on a secure CBH approved device through
the DEMS 360 encrypted software.

The recordings will only be accessible by authorised personnel and all
evidential data will be maintained for a maximum of:

e 60 days for evidence in criminal cases. Recordings required as
evidence will be kept for a maximum of 6 months or until the evidence
is no longer required, whichever is longer.

e Three years for cases where civil claims can be made.

e In personal injury cases involving a child, the limitation period does not
start to run until the child reaches the age of 18; and a person under a
mental disability may have longer to bring a claim in some cases.
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A record or audit trail will be kept detailing how any information required by
the Police or as evidence in court has been handled.

Any evidential data will be deleted once it is no longer required. A record or
audit trail of this process will be captured through the approved software
package.

The recording will only be viewed by authorised personnel in the following
situations.

a) A user has reported an aggressive/abusive incident which needs to be
investigated further or reported to the Police.

b) A complaint has been received concerning the way an incident has
been dealt with, or the behaviour of an employee who has worn a
camera which needs to be investigated.

c) A member of the public has requested a copy of the recording that was
made of them. You will be informed by the Data Protection Officer if this
Is the case.

d) Evidence has been requested by the Police, insurers or is required as
evidence in court.

e) Where the footage may assist in upholding a FPN by CCC’s legal
Team.

f)  Where the footage will assist in the way an issued FPN is dealt with or
any other incident or,

g) Used as opportunities for learning and training.

Please see Appendix 1 for Internal Guidance on the Process of Sharing
BWVC Image Data

Recorded images will be viewed by the authorised personnel in a
private/restricted area.

The DEMS 360 software will automatically delete saved data after 28 days
unless the data has been marked as evidential on the system.

Due to the storage device not being connected to the CBH ICT network, a
back-up storage device will be used to back-up the data on a monthly basis.
This device will be held off-site in a secure place to ensure the integrity of
the data either through a catastrophic event such as fire or flooding
destroying the data or through theft of the storage device.

Other Documents/Legislation and References

General Data Protection Regulation (GDPR)

Human Rights Act 1998

The Health and Safety at Work etc. Act 1974

Information Commissioner’s Office (ICO)

CCTV Code of Practice Surveillance Camera code of Practice Reveal
Media’s Guidance for the Non-Police Use of Overt Body Worn Video
Devices
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6. Body Worn Video Camera Usage Procedure

Camera required to be

WO

If camera still has User collects camers, Camera to be wam in the
checks that data has baen correct position by
fr‘;’nﬁ 5%?.:: :sl,: deleted from previous use, approved mounting
furm-e rrll:ll — —— —— ——] checks thatthe camerais |— method wsing the comect
I':.'Inma ;pf::: a:a n fully charged and logs into artachment edther klick
out a gs.m:-na uﬁn the DEMS360 programme 1o fast, shirt zlip or lanyard in
sagn the camera out. the upper part of the torso
n |
Once ammived at If stab vests are
If an incident happens
during the camera i being worn, the
recarding, the function mm camera will be
bution can be pressed . m"};g- maunted onits the
wihich will mark it &z - e and vest using the
irnpeortanit and readity m"ulnaﬁdmmfum& Klick fast mounting
retrieved and viewed IEd“um af the method
afterwards
‘achivity
b
Upon completion of the activity or end of|
shift the user is to retumn the BWWC

back to the docking station for the

camera o download the stored data, Intident happened
)

and wipe the camera clean. The and wis recarded

DEMS360 programme will automatically
sign the camera back in ready for nest

parsoniday

The user of that BWWVC is to
log into the DEMS 380
prograrmme and mark up the
date and time of when the
Incident happened =o it can
be reviewed to sea if it ks
required for evidential data

by the Appointed Manager

CBH Body Warn Video Camera Policy - December



Document control sheet

Policy.docx

Title CBH Body Warn Video Camera Policy - December
https://colch.sharepoint.com/sites/cbh-
File location | fnc/corpdoc/PolDevLib/CBH Body Warn Video Camera

Consultation

e Community Safety Team September 2022
e Tenants Reading Panel October 2022

e Residents Panel October 22

e CMT — March 2023

e CMT —November 2024

Approved CMT 16/12/2024
Next review | 16/12/2027

In person review with Community Safety Team

. . Sent to members of the Reading Panel and in person

Circulation : .
method consultation at next meeting .

Presented to the Resident Panel in person

Sent to Board via Email
Equality Required | Yes Latest | 09/08/2 | Review | 08/08/2
Impact 022 due 025
Assessment | EQIA

Document amendment history

Version Type Date Notes
1.0 New Policy | March 2023 New Policy
2.0 Amendment | December 2024 | Amendments made to reflect

changes in caretaker team
title, when video data is kept
meeting legal requirements,
when a body worn video
camera will be used and a
process for managing and
handling data meeting
GDPR requirements.

Inclusion of an internal
guidance for CBH
employees with regards to
data sharing

CBH Body Warn Video Camera Policy - December



https://colch.sharepoint.com/:b:/s/cbh-fnc/EqSfgd/EZwgWDO7HrBKhgN8Y_7GyzcBnaukmbxhH1CrcGBI5Iy3sw?e=FvP4CP

