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Glossary  

Controller A controller determines the purposes and means of 
processing personal data. 

Criminal 
Convictions 
data  

Article 10 of the General Data Protection Regulation 
defines criminal convictions data as personal data relating 
to an individual’s criminal convictions and offences or 
related security measures. 

Section 11 of the Data Protection Act 2018 states that 
criminal convictions data includes personal data relating to: 

• The alleged commission of offences by the data 
subject. 

• Proceedings for an offence committed or alleged to 
have been committed by the data subject or the 
disposal of such proceedings, including sentencing. 

Examples of criminal convictions data also includes 
information linked to security measures and restrictions, 
such as bail conditions, cautions, and restraining orders, 
and less obvious types of information, such as personal 
data relating to witnesses, victims of crime, and details of 
allegations (proven and unproven). It may also include 
information about civil measures which may lead to a 
criminal conviction if not adhered to. 

Data 
Processing 

This refers to all collection, use, sharing and deletion of 
personal data. 

Data 
Protection Act  

The Data Protection Act 2018 updates the original Act of 
1998, complementing (and diverging from) the GDPR.  

Data 
Protection 
Officer 

The Data Protection Officer is a statutory role responsible 
for overseeing data protection strategy and implementation 
to ensure compliance with the requirements of the GDPR 
and other relevant data protection legislation. CBH and 
CBC currently have a joint DPO. 
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Glossary  

Data 
Retention  

Data retention defines data and records management for 
meeting legal and business data archival requirements. 

Data Subject The person about whom data is held.  

GDPR/ UK-
GDPR 

The General Data Protection Regulation/Regulation (EU) 
2016/679 came into force in May 2018, governing the 
collection and processing of personal data. When the UK 
left the EU (January 2021), the Government published an 
update to the DPA 2018 called the ‘Data Protection, 
Privacy and Electronic Communication’ and revised EU-
GDPR to become UK-GDPR. 

Personal Data Personal data is defined as data relating to a living 
individual who can be identified from that data, or from that 
data and other information which is in the possession of, or 
is likely to come into the possession of, the data controller.  

Processor  A processor is responsible for processing personal data on 
behalf of a controller. 

Special 
category data  

Legislation makes a distinction between 'personal data' 
and 'special category data'.  Special category data is 
defined in Article 9 of the General Data Protection 
Regulation as personal data relating to:  

• racial or ethnic origin 
• political opinions, religious or philosophical beliefs, 

or 
• trade union membership 
• genetic data, biometric data for the purpose of 

uniquely identifying a person 
• health  
• sex life or sexual orientation. 
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1. Introduction and purpose 

Colchester Borough Homes (CBH) is a limited company set up, and wholly 
owned by, Colchester Borough Council (CBC). CBH operates on behalf of 
CBC. 

At CBH we collect a variety of information including personal, operational and 
commercial data. Under data protection legislation we act both as controller 
and as processor of personal data. The two organisations collaborate closely 
on data protection to ensure that all personal data is handled lawfully and 
correctly. 

The aim of this policy document is to set out how, within the provisions of 
applicable data protection law (specifically the Data Protection Act 2018 and 
the General Data Protection Regulations), CBH will seek to protect special 
category and criminal convictions personal data.  

This document is intended to meet the requirements of paragraph 1 of 
Schedule 1 of the Data Protection Act 2018 that an appropriate policy 
document be in place where the processing of special category or criminal 
convictions personal data is necessary to carry out functions which are 
imposed or conferred by law on us or the subject of the data in connection 
with employment, social security or social protection matters. 

It also meets the requirement of paragraph 5 Schedule 1 of the Data 
Protection Act 2018 that an appropriate policy document be in place where 
the processing of special category personal data is necessary for reasons of 
substantial public interest. 

This policy should be read in conjunction with CBH’s Data Protection Policy. 

2. Conditions for processing special category and criminal 
convictions data 

Examples of areas of CBH that exercise law enforcement functions are: 
tenancy management, fraud investigations, antisocial behaviour management,  
health and safety compliance, housing and homelessness legislation. 

Article 9 lists the conditions for processing special category data: 

• The data subject has given explicit consent. 
• The processing is necessary in the context of employment law, or laws 

relating to social security and social protection. 
• The processing is necessary to protect vital interests of the data 

subject or of another natural person.  
• The processing is carried out, in the course of the legitimate activities 

of a charity or not-for-profit body, with respect to its own members, 
former members, or persons with whom it has regular contact in 
connection with its purposes.  
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• The processing relates to personal data which have been manifestly 
made public by the data subject.  

• The processing is necessary for the establishment, exercise or defence 
of legal claims, or for courts acting in their judicial capacity. 

• The processing is necessary for reasons of substantial public interest. 
• The processing is required for the purpose of medical treatment 

undertaken by health professionals, including assessing the working 
capacity of employees and the management of health or social care 
systems and services. 

• The processing is necessary for reasons of public interest in the area 
of public health. 

• The processing is necessary for archiving purposes in the public 
interest, for historical, scientific, research or statistical purposes, 
subject to appropriate safeguards. 

In addition Schedule 1 of the Data Protection Act 2018 establishes conditions 
that permit the processing of the special categories of personal data and 
criminal convictions data. The Schedule is split into four parts:  

• Part 1 – Conditions relating to employment, health and research.  
• Part 2 – Substantial public interest conditions.   
• Part 3 – Additional conditions relating to criminal convictions.  
• Part 4 – Appropriate policy document and additional safeguards. 

3. Data protection principles 

Article 5 of the General Data Protection Regulation describes the data 
protection principles. Below sets out details of how CBH will comply with 
these in relation to the processing of Special Category and Criminal Offence 
personal data: 

• Special category and conviction data is only processed where a lawful 
basis applies, and where processing is otherwise lawful. 

• Special category and conviction data is processed fairly. 
• Data subjects receive full privacy information so that any processing of 

special category and conviction data is transparent. 
• We will only collect special category and conviction data for specified, 

explicit and legitimate purposes. 
• We will not use special category and conviction data for purposes that 

are incompatible with the purposes for which it was collected. If we do 
use special category and conviction data for a new purpose that is 
compatible, we will inform the data subject first. 

• We will only collect the minimum special category and conviction data 
that we need for the purpose for which it is collected. 

• The data we collect is adequate and relevant. 
• Special category and conviction data will be accurate and kept up to 

date where necessary.  
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• We only keep special category and conviction data in identifiable form 
as long as is necessary for the purposes for which it is collected, or 
where we have a legal obligation to do so.  

• We will ensure there are appropriate organisational and technical 
measures in place to protect special category and conviction data. 

4. Accountability principle 

CBH is responsible for demonstrating compliance with these principles. Our 
Data Protection Officer holds responsibility for doing this. They will: 

• Ensure that records are kept of all personal data processing activities, 
and that these are provided to the Information Commissioner on 
request. 

• Carry out Data Protection Impact Assessment (DPIA’s) for any high-
risk personal data processing, and consult the Information 
Commissioner if appropriate. 

• Provide independent advice and monitoring of departments’ personal 
data handling. 

• Have in place internal processes to ensure that personal data is only 
collected, used or handled in a way that is compliant with data 
protection law. 

• Keep a record of personal data breaches. 

5. Retention and erasure 

CBH will ensure, where special category personal data or conviction data are 
processed, that: 

• There is a record of that processing and that record will set out, where 
possible, the envisaged time limits for erasure. 

• Data subjects receive full privacy information about how their data will 
be handled. 

• Where we no longer require special category or convictions data for the 
purpose for which it was collected, we will delete it or render it 
permanently anonymous. 

• We retain personal information for as long as necessary to fulfil the 
purposes we collected it for, including for the purposes of satisfying any 
legal, accounting, or reporting requirements. 

• Details of the retention periods for personal data can be found in our 
Data retention policy. 

6. Information Commissioner’s Office 

The Information Commissioner’s Office (ICO) is the UK's independent body 
set up to uphold information rights. It is the statutory regulator. Colchester 
Borough Homes and Colchester Borough Council are registered with The 
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Information Commissioner as a data controller. The Data Protection Act 2018 
requires every data controller who is processing personal data to notify and 
renew their notification on an annual basis. 

7. References 

Data Protection, Privacy and Electronic Communication/ UK-GDPR (General 
Data Protection Regulations) 

8. Related documents 

CBH Data protection policy 

CBH Data retention policy 

CBH Information Security Policy 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/946117/20201102_-_GDPR_-__MASTER__Keeling_Schedule__with_changes_highlighted__V3.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/946117/20201102_-_GDPR_-__MASTER__Keeling_Schedule__with_changes_highlighted__V3.pdf
https://cbhomes.org.uk/about-us/our-policies-and-procedures/our-policies/
https://cbhomes.org.uk/wp-content/uploads/2021/09/Data-Retention-Policy.pdf
https://colchbh.sharepoint.com/:w:/s/fnc/corpdoc/EfE4OaWj9QVOo4xOzfscuBEBBSjp33YibnW5DLoFS4UrGA?e=YToSnx
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