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Glossary  

Controller A controller determines the purposes and means of 
processing personal data. 

Data 
Processing 

This refers to all collection, use, sharing and deletion of 
personal data. 

Data 
Protection Act  

The Data Protection Act 2018 updates the original Act of 
1998, complementing (and diverging from) the GDPR.  

Data 
Protection 
Leads  

The strategic lead for data protection is the appointed 
member of the Corporate Management Team; the 
operational lead is the acting Data Officer.  

DPO The Data Protection Officer is a statutory role responsible 
for overseeing data protection strategy and implementation 
to ensure compliance with the requirements of the GDPR 
and other relevant data protection legislation. CBH and 
CBC currently have a joint DPO. 

Data 
Retention  

Data retention defines data and records management for 
meeting legal and business data archival requirements. 

Data Subject The person about whom data is held.  

GDPR/ UK-
GDPR 

The General Data Protection Regulation/Regulation (EU) 
2016/679 came into force in May 2018, governing the 
collection and processing of personal data. When the UK 
left the EU (January 2021), the Government published an 
update to the DPA 2018 called the ‘Data Protection, 
Privacy and Electronic Communication’ and revised EU-
GDPR to become UK-GDPR. 

FoI Freedom of Information. Under the Freedom of Information 
Act 2000, public authorities are obliged to publish certain 
information about their activities and members of the public 
are entitled to request information from public authorities. 

EIRs  Under The Environmental Information Regulations 2004,  
public authorities must make environmental information 
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Glossary  

available proactively, and members of the public are 
entitled to request environmental information from public 
authorities. 

ICO The ICO is the UK's independent body set up to uphold 
information rights. It is the statutory regulator.  

Information 
Asset Owner  

The person responsible for managing the risks to personal 
information and business critical information held within a 
department. 

Information 
Asset Register 

A mechanism for understanding and managing an 
organisation’s assets and associated risks. 

Personal Data Personal data is defined as data relating to a living 
individual who can be identified from that data, or from that 
data and other information which is in the possession of, or 
is likely to come into the possession of, the data controller.  

Processor  A processor is responsible for processing personal data on 
behalf of a controller. 

ROPA Records of Processing Activities are an accountability 
measure brought by Article 30 of the GDPR which requires 
businesses and organisations to document personal data 
flows that occur within the company. 

SIRO  The Senior Information Risk Owner has overall 
responsibility for managing the risks to personal 
information and business critical information.  

Sensitive 
Personal Data 

Personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade union 
membership, and the processing of genetic data or 
biometric data for the purpose of uniquely identifying an 
individual; data concerning health or data concerning an 
individual’s sex life or sexual orientation. 
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1. Introduction and purpose 

Colchester Borough Homes (CBH) is a limited company set up, and wholly 
owned by, Colchester Borough Council (CBC). CBH operates on behalf of 
CBC. 

At CBH we collect a variety of information including personal, operational and 
commercial data. Under data protection legislation we act both as controller 
and as processor of personal data. The two organisations collaborate closely 
on data protection to ensure that all personal data is handled lawfully and 
correctly. 

This policy outlines the guiding principles and key arrangements around the 
retention, archiving and destruction of personal data. This includes data on its 
current, past and prospective employees, its tenants, leaseholders and other 
customers, and also on its suppliers, contractors, partners and others. 

We fully endorse and adhere to the principles set out in the Data Protection 
legislation (Data Protection Act 2018 and the UK General Data Protection 
Regulations). This retention policy and the procedures set down in it are 
reviewed annually to ensure that we comply with the requirements of Article 5 
(e) of the UK GDPR, ‘kept in the form which permits identification of data 
subjects for no longer than is necessary for the purposes for which the 
personal data are processed’. 

The purpose of this policy is to ensure that: 

• crucial records can be located and retrieved as required 

• records are kept in accordance with legislation 

• records are kept in accordance with business requirements 

• the best use is made of available storage facilities 

• the medium used for each record is the most appropriate. 

This policy should be read in conjunction with CBH’s Data Protection Policy. 

2. Data retention 

2.1  Our approach 

We will ensure that all personal data is retained and disposed of correctly. For 
the purposes of this policy, personal data can be held in any medium 
including, but not exclusively, paper documents or files, electronic images and 
documents, emails, data records within an electronic dataset, other images, 
video and audio recordings. 

In addition to meeting the requirements of Data Protection legislation, The 
Freedom of Information (FoI) Act and the Environmental Information 
Regulations (EIR) require us to maintain records management practices that 
enable us to respond to requests for information as soon as possible and at 
the latest within 20 working days. 
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The Retention Schedule is incorporated into CBH’s operational Record of 
Processing Activity (ROPA). This is a control document which includes 
applicable retention periods of Personal Data in order to meet the operational 
needs of CBH, and to comply with legal and other requirements including 
Article 5 (GDPR). It includes data classification, deletion process and data 
storage tools as well as other relevant information and the retention and 
destruction of data is monitored for compliance. 

2.2  Relevant principles 

Whenever retaining or disposing of personal information CBH will ensure that: 

• Personal data is retained only for as long as necessary 

• Data is disposed of properly 

• All personal data is processed in accordance with the rights of the 
individual concerned 

• Security is maintained at all times; 

• The movement of personal data is done in a lawful way, both inside 
and outside CBH, and that suitable safeguards exist, at all times. 

2.3 Defining retention periods 

There are a number of considerations that must be made when deciding upon 
an appropriate retention period: 

• Statutory: Some retention periods are governed by statute, for 
example the ‘Health and Safety at Work Act 1974’ and ‘HMRC VAT 
Notice 700/21 (relating to keeping VAT records). It is essential that any 
relevant statutory provisions are taken into account when deciding 
upon a retention period. 

• Civil Action: Personal data must be retained where it may be needed 
to defend possible future legal claims. However, linked information that 
could not possibly be relevant to any claim must not be retained. 
Personal data must be deleted when a claim could no longer arise. The 
Limitation Act 1980 imposes various time limits for the taking of legal 
action. 

• DPA, FoI and EIR: If a request for information is made where the 
records holding that information are due to be destroyed, the 
destruction of these records must be suspended. 

• Data Protection Act: The Act does not specify retention periods. It 
does however state that where other statutory record retention 
provisions exist these take precedence. Data controllers are 
responsible for implementing the DPA and must decide for how long 
personal data is retained, taking into account the Data Protection 
Regulations, business needs, other legal requirements, any 
professional guidelines, and best or common practice. 

• Historical and research: There may be good grounds for keeping 
personal data for historical, statistical or research purposes. 
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There is no requirement to keep records of material routinely discarded in the 
course of any administrative activity such as duplicates, leaflets or other 
publicity material, rough drafts or ephemera such as sticky notes. 

It is an offence to destroy, delete or amend records or data in order to prevent 
or attempt to prevent the release of information requested under the Freedom 
of Information Act or the EIR. 

Where the records holding the information requested have been destroyed in 
accordance with the retention schedule, we have a duty to explain why the 
information is no longer held. 

2.4 Roles and Responsibilities 

Colchester Borough Homes will ensure that: 

• Anyone managing and handling personal information understands that 
they are legally bound to follow good data protection practice 

• Anyone managing and handling personal information is appropriately 
trained and supervised 

• Members of staff have access only to personal information relevant to 
their roles 

• A record of personal data processing is kept and maintained which will 
include data classification. 

All managers and staff will ensure that: 

• Paper files, digital files and other records or documents containing 
personal and or special category data are kept securely 

• Paper files, digital files and other records or documents containing 
personal and or special category data are destroyed securely 

o Information which could be released under a Freedom of 
Information (FoI) request – e.g. information that iss already 
publicly available or which would not attract an exemption, 
cause harm, distress or embarrassment can be disposed of in 
normal waste bins. 

o Personal data, special category data, confidential information 
and commercially sensitive data requires secure disposal e.g via 
confidential waste bins, shredding, destruction of CDs etc.The 
ICT team can arrange secure disposal of devices such as 
laptops, phones and removable media. 

o Anyone who is unsure of whether secure disposal is required 
should contact governance@cbhomes.org.uk for advice. 

• All personal data is kept in accordance with CBH’s retention schedule 

• Where there is uncertainty around a retention matter ensure that 
advice is sought from the Data Protection Officer 

• The Retention Schedule reflects current legislative requirements for 
document and records in their care 

• The retention of documents and records is fully defined 
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• Records are accessible and are made available when necessary so 
that information requests can be responded to promptly 

• Records and documents are destroyed or deleted at the end of the 
retention period in a secure way 

• Records are held in accordance with the Data Protection and Freedom 
of Information Acts and any other relevant provisions.All contractors, 
consultants, partners or other servants or agents of CBH must provide 
assurance relating to their compliant destruction of personal data and, 
when requested, allow CBH to audit the protection of data held on its 
behalf. 

The Data Protection operational lead (Data Officer) wlll: 

• Support Asset Owners in adhering to the Retention Schedule and 
keeping accurate records. 

• Report on the monitoring of retention schedules to the Data Protection 
Officer 

The Data Protection strategic lead will: 

• Oversee the implementation of this policy. The CBH strategic lead is 
the Head of ICT & Business Intelligence. 

CBH’s Data Protection Officer is responsible for: 

• Advising CBH and its staff on matters relating to the retention and 
destruction of personal data. 

The SIRO (Senior Information Risk Owner): 

• Has overall responsibility for managing the risks to personal 
information and business critical information. The CBH ‘SIRO’ is the 
Director of Business Improvement. The CBH Board will have a regular 
opportunity to oversee data protection compliance management on the 
principal advice of the SIRO. 

3. References 

Data Protection, Privacy and Electronic Communication/ UK-GDPR (General 
Data Protection Regulations) 

Freedom of Information Act 2000 

Environmental Information Regulations 2004 

4. Related documents 

CBH Data protection policy 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/946117/20201102_-_GDPR_-__MASTER__Keeling_Schedule__with_changes_highlighted__V3.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/946117/20201102_-_GDPR_-__MASTER__Keeling_Schedule__with_changes_highlighted__V3.pdf
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/uksi/2004/3391/contents/made
https://cbhomes.org.uk/about-us/our-policies-and-procedures/our-policies/
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CBH Risk management policy 

CBH Whistleblowing policy 

CBH ICT acceptable use policy (internal) 

CBH Information Security Policy 

https://cbhomes.org.uk/about-us/our-policies-and-procedures/our-policies/
https://cbhomes.org.uk/about-us/our-policies-and-procedures/our-policies/
https://colchbh.sharepoint.com/:w:/s/fnc/corpdoc/Ed1D2HUDG3BGksG2YRwDjP8Bz2jvlD7KAvPBSHWscyqEqQ?e=CmZyQl
https://colchbh.sharepoint.com/:w:/s/fnc/corpdoc/EfE4OaWj9QVOo4xOzfscuBEBBSjp33YibnW5DLoFS4UrGA?e=YToSnx
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Document control sheet 

Title Data Retention Policy – March 2022 

File location https://colchbh.sharepoint.com/sites/fnc/corpdoc/PolDevLib/
CBH Data retention policy.docx 

Consultation  Corporate management team 

Data Protection Officer  

Approved Board 01/03/2022 

Next review 01/03/2023 

Circulation 
method 

SharePoint, website   

Equality 
Impact 
Assessment 

Required Yes Latest 01/06/2
021 

Review 
due 

30/06/2
024 

 

Document amendment history 

Version  Type  Date Notes 

1.0 New   September 
2021 

New policy is based on CBC’s retention 
policy with some notable changes/ 
additions: 

In 2.1, it has been made clear that the 
Retention Schedule is not a standalone 
document but is part of the operational 
Record of Processing Actvity which is 
currently the 365 Solutions IAR 
(Information Asset Register). 

In 2.4, reference has been made to the 
roles of CBH strategic and operational 
leads, Senior Information Risk Officer 
(SIRO) and Board.   

1.1 Minor 
chang
es 

March 
2022 

Minor changes mainly related to secure 
disposal of information to bring in line with 
changes to CBC policy.  

 


