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Risk management policy statement 

 
A key component of the Colchester Borough Homes corporate governance 
framework is to manage risks effectively in order to make a positive 
contribution towards the achievement of the company’s corporate aims and 
objectives and to maximise the opportunities to achieve its vision. It will then 
obtain assurances about the management of those risks. 
 
We are committed to the proactive management of key external and internal 
risks and actively promotes the principles of effective risk management 
throughout the organisation and its partner organisations.  
 
Our management strategy and framework will apply best practice to the 
identification, evaluation and control of key risks and ensures that any residual 
risks are at an acceptable level. This will be achieved through: 
 

• Adopting an effective and transparent corporate approach to proactive 
Risk management by the company and the work of key external 
partners. 

• Integrating risk management into the operational and management 
practices and procedures of the company to promote a culture of risk 
awareness. 

• Providing information to support the company’s annual assurance 
statement, as to the effectiveness of the arrangements for risk 
management and internal control mechanisms. 

 
We will achieve these aims by implementing a risk management strategy and 
supporting framework. The policy statement and strategy will be reviewed 
periodically as required, to ensure their continued relevance to the company. 
 
 
 
 
 
 
Anne Grahamslaw    Gareth Mitchell 
Chair of Board    Chief Executive 
 
 
November 2018 
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1. Introduction & purpose 

1.1 At Colchester Borough Homes we recognise that we have a 
responsibility to manage risks (both threats and opportunities) and, 
therefore, support a structured and focused approach to managing them 
by adopting a risk management strategy. We recognise that the 
resources allocated to manage risks should be proportionate to the 
nature of the risks faced and the overall resources available. 

 
1.2 The adoption of this formal risk management strategy and associated 

process will enable us to review our operations, revisit current risks, 
identify new risks and implement measures to manage risks. This will 
therefore, enable us to better achieve our corporate objectives and 
enhance the value of the services we provide to the community. 

 
1.3 We recognise that effective risk management is essential for the 

company, together with our partners, to achieve our strategic objectives. 
To attain this, we need strong leadership from officers and members, 
with clear strategies in place, together with trained and engaged staff. 

 
 The strategy sets out: 
  

• A definition of risk 

• The aims and objectives 

• The process 

• Risk control and structure 

• Future actions 

2. Definition of risk 

2.1 Risk can be defined as ‘uncertainty of outcome whether positive 
opportunity or negative threat, of action and events’. In other words, the 
chance of something happening that will affect our ability to achieve our 
mission, aims and service improvement actions. 

 
2.2 Risk management is the process in which risks and opportunities are 

identified, evaluated and controlled and can be summarised as: 
 

Maximising opportunities for innovation, whilst identifying and 
managing opportunities and risks attached to them, in order to achieve 
objectives. 

 
2.3 There are a great number and type of risks and many different headings 

under which to group them. We have categorised the headings as 
follows: 

 

• Reputational 

• Economic and Financial 

• Professional 
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• Governance 

• Technological 
 
2.4 Within these categories, risks are then further divided between strategic 

and operational risks. 

3. Aims and objectives 

3.1 The broad function of risk management is to help the us deliver our 
objectives and to protect the assets and resources against risk in the 
most efficient way. Our organisation’s strategic approach to risk 
management is to: 

 

• Identify and assess the opportunities and risks to which the 
organisation is exposed, both at strategic and operational level, to 
enable their effective management 

• Within the business planning and service planning processes, integrate 
appropriate measures to ensure that all areas are avoiding, reducing 
and controlling opportunities and risks 

• Support staff in their responsibilities for carrying out risk management 
and promote the benefits of risk management 

• Enable effective service delivery to our residents and minimise the risk 
of service failure 

• Protect physical assets, promote employee safety and maximise 
resources 

• Learn from risk failures to improve the systems of internal control and 
risk management 

• Promote good governance 

• Embed the culture of risk management throughout the company. 
 
3.2   Risk management means identifying the risks facing our organisation 

and then deciding what, if anything, should be done about them. Risks 
can have both adverse and positive consequences for the organisation 
and the risk management process helps to assess what these are likely 
to be. It also allows us to make an informed decision about how to deal 
with the identified risk. Aspects of risk management are summarised 
below. 
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Strategic 

Risks
Other            

Risks

Effective Risk

Management

‘Doing the Right

Things’

‘Doing Things 

Right’

 
 

3.3 Risks can never be eliminated completely, so risk management is used 
to ensure risks are identified and their consequences understood. Based 
on this information, action can be taken to ensure appropriate resources 
are directed at controlling the risk or minimising the effect of the potential 
loss. Risks may be dealt with in the following ways: 

 

• Tolerating the risk – If the company is unable to do anything to reduce 
the risk, or it is too costly to mitigate effectively, it may require 
contingency planning to deal with the risk in case the risk occurs (it may 
also be possible to insure against this). 

• Terminating the risk – It is not always possible to eliminate a risk but it 
may be possible to stop the activity giving rise to the risk. 

• Treating the risk – There may be an appropriate way to constrain it to 
an acceptable level. 

• Taking advantage of the risk to gain a potential benefit – This is 
done in conjunction with the above actions, as whilst the risk might 
pose a threat to the organisation, there may be opportunities to be 
exploited from it. 

4. Risk management process  

4.1 Risk is measured in terms of likelihood (the possibility of it happening) 
and impact (the effect it would have on the company if it did happen). 
At Colchester Borough Homes we measure the probability of risks 
occurring and potential impact using a five level matrix. The matrix is 
attached to this strategy. 

 
4.2 The analysis of risk using the matrix results in a risk map which is 

divided into four sections. This is summarised in the diagram below. 
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High 
 
 
 
 
 
 
IMPACT 
 
 
 
 
 
Low 

Contingency 
These risks have high impact 
but the probability of them 
happening is relatively low. 
They include potentially 
catastrophic events. They may 
need insuring against. 

Primary 
These risks have both high 
impact and high likelihood of 
happening; these will require 
prime attention in terms of 
control and resources 
 

Relatively low-level risks Housekeeping 
These risks have a high 
likelihood of happening, but 
discrete occurrences have a 
relatively low impact; they 
require routine management 

Low                                    LIKELIHOOD                              High 

 
4.3 The risk management cyclical process is shown here: 

  

Analyse Risks & Opportunities

Determine existing controls

Determine Determine

Likelihood Impact

Score the risk or opportunity

The Risk Management Cyclical Process

Identify Risks & Opportunities

What can happen?

Evaluate Key Risks & Opportunities

Tolerate Risk?

Treat Risks

Identify options

Evaluate options

Decide on option

Implement option

Identify Resources

No

Yes

 
 
4.4 The key stages of our risk management process are: 
 

• Risk identification 

• Risk assessment 

• Risk treatment and mitigating measures 

• Continual review, monitoring and escalation of risks 

• Monitoring of risk in accordance with the identified roles and 
responsibilities. 
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 4.5 A full risk assessment is carried out on the following areas: 
  

• Employment posts – Staff working environments are subject to risk 
assessment. Training has been provided to relevant managers to carry 
out the assessments. 

• Health and safety – We have a Risk Manager who acts as a 
competent person, along with a number of other trained staff 
undertaking these competency duties.  

• New project plans – We use the Prince II methodology for project 
planning. Risk Impact assessment is an integral part of the process and 
as such, project remits are subject to regular review. 

• Service improvement plan – Risk assessment is part of the review. 

• Board and committee reports – A risk element is included in every 
report. 

 
4.7 The continual development of risk registers takes place to facilitate 

opportunities and to reduce duplication between departments in 
identifying and managing overlapping risks whilst providing 
opportunities for shared learning across the organisation. 

 
4.8 High scoring risks are monitored at Directors Management Team 

meetings and decisions on escalation of risks are fed back down. Risks 
added to the Strategic Risk Register are also monitored by the Finance 
& Audit Committee. 

5. Risk control structure 

5.1 Risk management needs to be embedded throughout the organisation 
and each individual needs to understand their role in the process of 
managing risk. 
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5.2 A hierarchy of responsibility is set out below:

Risk Hierarchy 

Board

Finance & 

Audit Committee

Directors’ Management 

Team

Service Manager

Red Risks

Strategic Risks

Operational Risks

 
 
The roles and responsibilities are set out in detail in Appendix 1 and 
summarised below: 
 

Board Receive reports from the Finance & Audit Committee on the 
control of red risks. 

Finance & 
Audit 
Committee 

• Report to Board members high-level and difficult to 
manage risks identified 

• Monitor the strategic risk register 

• Provide an annual scrutiny of the risk management 
process and risk register 

• Monitor progress of the risk action plan. 

Internal audit • Provide independent review of corporate approach to 
risk management and compliance therewith. 

• Contribute to the accuracy and integrity of the corporate 
risk register (as part of the risk-based approach to 
audit). 

External 
audit 

• Report on CBH financial statements and give an audit 
opinion. The external auditors also report to Board on 
findings from the audit in a management letter. The 
letter provides a source of external assurance on the 
operation of internal controls. 

DMT • Review risks and bring to Committees relevant strategic 
risks and red operational risks 

All 
employees 

• All staff generally have a duty to be aware of and 
consider the risks involved in their day to day activities 
and to report any changes to these risks through the 
line management of the organisation. All staff will be 
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required to participate annually in a review of 
operational risks. 

• Liaise with their line manager to assess areas of risk in 
their job. 

6. Risk registers 

The Directors Management Team and Managers will maintain a register of the 
critical risks faced in implementing the Company’s development plan. The 
register will be in the form of a risk management report which will indicate the 
impact and likelihood of these risks materialising, and will also indicate the 
controls in place to mitigate their likelihood and anticipated effects. 
Responsibility for monitoring changes to these risks and maintaining the 
effectiveness of the controls will be assigned as appropriate. 
 
Each Director and Senior Manager will maintain a risk register of the strategic 
and operational risks in their area of management responsibility. The format 
will be similar to the Strategic Risk Register. 
 
Changes to the Strategic Risk Register will be considered by the Finance & 
Audit Sub Committee as a standing item of Committee business and, where 
appropriate, reported to the Board. 

7. Future actions and review 

Although it can be seen that we have a clear approach to risk management, 
nevertheless it is vital that: 
 
The risk management action plan details actions and targets which will ensure 
that all opportunities are maximised, the likelihood of risks occurring are 
minimised and the impact of any consequences are reduced. This plan 
ensures that the ongoing monitoring and reporting arrangements at all levels 
are maintained and incorporates risk management into the culture of the 
organisation. 
 
The progress against the existing plan is set out in Appendix 1. 
 
At the Finance & Audit Committee workshop, members agreed that they 
needed to move from level 2 of the performance ladder (Appendix 2) where 
for the most part the organisation stands to level 3. The plan proposed at 
these workshops to achieve this is set out below (Status as at July 2016): 
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Action Timescale Responsibility 

Risk leaders/Risk Strategy and 
Policy 
Include in assurance report, annually 
setting out the processes and controls 
in place in managing the strategic and 
operational risks. 

Complete 
Director of 
Resources  

Reports to the Board 
Review of style of Board reports at 
Board Away Day to assess if these 
meet members’ requirements, e.g. 
how the proposal fits in with strategic 
direction and whether alternatives are 
included where appropriate. 

Complete 
Board/Director of 
Resources 

People 
Additional refresher training of staff 
and managers to further embed risk 
management. 

Mar 2017 
Director of 
Resources 

Partnership and resources 
Identifying strategic risk of partnership 
with Council. 
Setting up operational risks of key 
supplier relationships. 

 
Complete 
 
Dec 2016 

 
 
Director of 
Resources 

Risk processes 
Ensure risk process is consistent. 

• Training 

• Regular meetings with SMT on 
Operational Risks 

• Regular review of operational risks 
to ensure red risks by DMT are 
brought to Board/Committee’s 
notice. 

 
 
Dec 2016 
Complete & 
Ongoing 
Complete & 
Ongoing 

Director of 
Resources 
 
Director of 
Resources 

Risk handling 

• Review scoring matrix 

• Ensure measures of mitigation are 
SMART 

Complete & 
Ongoing 

Director of 
Resources 

Outcomes 
Board review annually 

• Where risks effective in achieving 
goals 

• Are the strategic risks right for 
forthcoming year 

• Are we doing it right 

• Are the right controls in place 

Complete & 
Ongoing 

Director of 
Resources 
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Action Timescale Responsibility 

Other issues 

• Board to review strategic risk 
register regularly (part of Board 
Assurance Report) 
 
 

• Committee Reviews 
Each committee review risks 
appropriate to that committee 
 
 

• Identify strategic risks with 
reference to the Company 
strategic objectives 

 

• Assurance Report for Board 
Overall financial position 
High level performance information 
Strategic risk information 

 
 

 
Complete 
 
 
 
Complete & 
Ongoing 
 
 
Complete & 
Ongoing 
 
 
Complete and 
ongoing 

 
 
 
 
 
 
 

DMT 
 
 
 

Director of 
Resources 

 
 

Director of 
Resources 

  



Building Trust • Delivering Tenant Led Services • Commitment to our Communities 
 Delivering Professional Services • Providing Value for Money 

CBH Risk management policy & strategy - November 2018 13 

Appendix 1 – Roles & responsibilities  

 
 

Group or 
individuals 

Role & responsibilities 

 

Board of 
CBH 

 

• Board of Directors will instruct the Directors Management 
Team (DMT) to ensure that risk management is 
embedded at the management level throughout CBH. 

• Approve and adopt the Risk Management Policy and 
Strategy. 

• Contribute towards identification of strategic risks. 

• Receive reports on key strategic risk issues. 

• Actively consider the risk management implications 
contained within all reports. 

• For major projects it sets the parameters of the risk 
assessment and agrees the main risks. It delegates 
responsibility to the DMT and Finance & Audit Committee 
for strategic management of risks. 

• Gain an understanding of risk management and its 
benefits which includes attending relevant training. 

 

Finance & 
Audit 
Committee 

 

• Approve the risk arrangements and monitor quarterly the 
effective development and operation of good practice risk 
management and corporate governance arrangements 
across the organisation. 

• Conduct enquiries into matters relating to risk 
management and make recommendations which advise 
officers on policies, budget and service delivery. 

• Be consulted on forthcoming decisions and the 
development of policy. 

• Annually scrutinise the risk register to ensure that it is 
compliant with the risk management strategy. 

• Provide an opinion as part of its annual assurance 
statement on whether the assurance/risk management 
process is fit for purpose. 

 

Chief 
Executive 

 

• Executive officer with overall responsibility for embedding 
risk management throughout CBH. 

 

Directors 
Management 
Team 

 

• The Directors have overall responsibility for embedding 
risk management throughout CBH. 

• Recommend a Risk management Policy and Strategy to 
the Board. Review Strategic risks and Operational Risks 
to ascertain any red risks to be brought to the appropriate 
committee.  

• Contribute towards the identification and management of 
strategic and cross-cutting risks and opportunities facing 
the Company. 
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Group or 
individuals 

Role & responsibilities 

• Receive and consider reports on key strategic risk 
issues. 

• To promote integration of risk management principles 
into the culture of CBH. 

• Ensure risk management is a regular item on 
departmental management team meeting agendas. 

• Sign off Service Risk Registers. 

• Maintain an understanding of risk management and its 
benefits which includes attending relevant training. 

• Establish training requirements of managers in relation to 
all aspects of risk management (where relevant) 

• Corporate and high scoring risks are monitored  
 

Senior 
Managers 

• Identify, analyse and profile service risks. 

• Provide annual assurance on the effectiveness of 
controls in place to mitigate/reduce risks within their 
service. 

• Maintain awareness of and promote the approved risk 
management policy and strategy to all relevant staff. 

• Ensure risk management is a quarterly item on team 
meeting agendas. 

• Liaise as appropriate with external agencies in identifying 
and managing risk. 

• Establish training requirements of managers and other 
staff members with regards to strategic implementation. 

• Senior Managers review new and high scoring risks and 
escalate up to the Directors Management Team by way 
of a report. 

 

All other 
managers 

• Identify, analyse and profile service risks with senior 
managers. 

• Ensure risk management is a regular item on team 
meeting agendas. 

• To maintain awareness of and promote the approved risk 
management policy and strategy to all relevant staff 

• Ensure that risk management is incorporated in to 
service plans. 
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Group or 
individuals 

Role & responsibilities 

 

Director of 
Resources / 
Head of 
Finance & 
Performance 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Provide a focus for and coordinate risk management 
activities throughout CBH. 

• Ensure the maintenance of robust arrangements to 
identify, evaluate, quantify and limit the risk exposure in 
relation to all functions (insurable and non-insurable) 
which may threaten the achievement of the Company’s 
objectives. 

• Proactively identify and manage risk opportunities in 
accordance with best practice. 

• Maintain the risk management internal control framework 
so that it reflects current good practice and enables us to 
satisfy the requirements of any external assessment the 
company is subject to. 

• Monitor progress against delivery of the risk 
management framework in particular: 

 

➢ Maintain the risk management policy and strategy 
document so that it reflects current good practice and 
meets our needs. 

➢ Ensure that action taken, to raise staff awareness of 
and train staff, in risk management is targeted and 
meets our needs. 

➢ Keep under review the approach adopted to identify 
and record risk to ensure that it operates in a manner 
that proactively helps the company to manage its 
business. 

➢ Ensure that the risk management process is properly 
integrated with other relevant processes. 

 

• Look for common themes and issues that need to be 
referred to DMT. 

• Keep key risk areas under regular review and ensure that 
actions identified to mitigate risk are being addressed 
within timescales agreed. 

• Consider opportunities to further embed the application 
of risk management principles in other corporate 
processes and arrangements. 

• Coordinate activities to obtain a more effective risk 
management solution from existing resources. 

• Continually develop and maintain the Risk Register. 

• Promote a culture of risk awareness within the 
organisation. 

• Coordinate risk management initiatives within the 
organisation. 

• Ensure the provision of service based advice, support 
and training as required. 
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Appendix 2 - Risk management Strategy Plan Update 

 

Action Timescale Responsibility Progress Status 

Clarify roles and responsibilities to staff 
as set out in the strategy 

Mar to Jun 
2012 

Risk & Environmental 
Manager 

Presentation to SMT in May 2012. A 
simple “tool box” presentation has 
been produced and presented to 
Teams. 

Complete 

DMT to assess emerging risks and 
strategic risk quarterly or earlier if 
necessary 

Apr 2012 Director of Resources 
Risks are reviewed on a regular 
basis and reported to F&A 
committee. 

 
Ongoing 

Review Operational risks Six monthly 
Risk & Environmental 
Manager 

Presentation to SMT in May 2012. 
Spring review carried out with each 
SMT member and the Risk and 
Environment Manager. Now ongoing. 

 
Complete 
& Ongoing 

 

Risk management to be an item on 
Senior Management Team meetings 

Quarterly 
Risk & Environmental 
Manager 

Presentation in May to SMT. Further 
presentation in Toolbox style to 
teams in October and agreed to be 
on agenda each quarter. 

Complete 

Finance & Audit Sub Committee to 
review any emerging strategic risks 
each quarter. 

Quarterly 
Risk & Environmental 
Manager 

Reported each quarter. 
Complete 
& Ongoing 
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Action Timescale Responsibility Progress Status 

Review the Risk Register to ensure that 
it is SMART and fit for purpose 

Jun 2012 
Director of Resources and 
Risk & Environmental 
Manager 

F&A committee review register with 
recommended changes incorporated 
on a regular basis. 

 
Process in 

place 

Agree a risk scoring matrix Apr 2012 
Director of Resources and 
Risk & Environmental 
Manager 

New scoring matrix agreed by F&A 
committee in March 2013 
Reviewed in December 2014 

Complete 

All major projects to be carried out 
using Prince2 methodology 

Apr 2012 DMT 
Training provided for DMT and SMT 
in October 2012 and adopted where 
appropriate. 

Complete 
in Oct 
2012 

Review Risk management Policy & 
Strategy every three years 

Mar 2015 Director of Resources 
 
F&A committee agreed to review 
every three years 

- 

Finance & Audit Sub Committee to test 
that risk management responsibilities 
are being discharged effectively at all 
relevant levels 

Sep 2012 Director of Resources 
Reviewing Strategic risks by area in 
detail at each Committee. 

 
Process in 

place 

All reports requiring a decision will 
include a ‘Risk management’ 
paragraph. 

Jun 2012 
Directors Management 
Team 

All reports requiring decision and risk 
paragraph   

Complete 
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Appendix 2 - A Version of the Performance Ladder 

Embedding an Effective Risk management Framework 
The Performance Ladder 

 
       Capabilities                Results 

Senior Managers reinforce & 
sustain risk capability, 
organisational & business 
resilience & commitment to 
excellence. Leaders invited to 
speak about their success. 
There is strong support and 
reward from Senior Managers 
for seizing opportunities & for 
well managed risk taking. 

Risk management 
capability in policy & 
strategy making is 
reviewed and improved. 
Role model status. 

All staff are risk aware & 
capable of using basic risk 
skills, tools & techniques. 
They feel empowered to 
take well managed risks. 
Core group of people are 
highly skilled in managing 
risk effectively. Specialised 
risk training an integral part 
of on-going personal 
development plans. 

Information integrity & 
asset security are 
assured. Financial and 
other resources are 
effectively managed. 
Organisation is regarded 
as a role model. 

Management of risk & 
uncertainty is well integrated 
with all business processes. 
State of the art tools and 
methods are used. Selected 
as a benchmark site by 
other organisations. 
Arrangements in place to 
identify opportunities which 
might be available if risks 
are well managed. 

Excellent evidence that 
risk management is 
being highly effective in 
all areas & improvement 
is being pursued. Higher 
risk opportunities being 
successfully pursued. 

Excellent evidence of risk 
management contributing 
to markedly improved 
outcome performance, 
better value for money & 
new opportunity 
realisation, which 
compares favourably with 
other organisations 
employing best practice. 

                   E
x
c
e
lle

n
t 

 Top-down commitment with 
embedding & integrating risk 
management as routine 
business practice. Senior 
Managers ensure that staff are 
suitably skilled to achieve 
continuous improvement. 

Risk handling is inherent 
feature of all policies & 
strategy making 
processes. Overall risk 
appetite achieves 
balance between 
opportunities & threats. 

People encouraged & 
supported to be more 
innovative. Regular training 
is available for people to 
enhance their risk skills. 
CPD training in place for 
core group of people. 

Sound governance 
arrangements 
established; partners & 
suppliers selected on 
basis of risk capability & 
compatibility. Resources 
are well managed. 

Risk metrics are collected. 
Risk management standards 
applied in some areas. Staff 
accept risk management as 
standard requirement of 
good management. 

Clear evidence that risk 
management is being 
effective in all areas that 
risk opportunities are 
being pursued. 

Clear evidence of risk 
management contributing 
to significantly improved 
performance for all 
relevant outcomes, better 
value for money, showing 
positive & sustained 
improvement & new 
opportunity achievement. 

                   G
o
o
d
 

Senior Managers act as role 
models and take the lead to 
ensure that approaches for 
addressing risk are being 
developed & implemented 
consistently & thoroughly 
across the organisation 

Risk management 
principles are being 
reflected in the 
organisation’s policies & 
strategies, 
communicated 
effectively & made to 
work through a 
framework of processes. 

Core group of people have 
skills & knowledge to 
manage risk effectively. 
Suitable guidance is being 
made available & training 
programmes being 
implemented to develop risk 
capability. 

Risk with partners is 
being managed 
consistently for all key 
areas & across 
organisation. There are 
boundaries for 
managing assets & 
financial & other 
resources. 

Risk management 
processes being 
implemented in key areas. 
Risk capability self-
assessment tools being 
used in some areas. 

Some evidence that risk 
management is being 
effective in at least most 
relevant areas if not in 
all relevant areas. 

Some evidence of risk 
management contributing 
to improvement in 
outcome performance, 
demonstrated by 
measures, including where 
relevant, stakeholders 
perceptions & potential for 
new opportunities. 

              S
a
tis

fa
c
to

ry
 

Top management are aware of 
need to manage uncertainty & 
risk & have made resources 
available to improve. 

Policies & strategies are 
reviewed against risk 
principles. 

Key people are aware of 
need to assess & manage 
risks & understand risk 
concepts & principles. 

Key people are aware of 
areas of potential risks 
with partnerships, 
suppliers & 
management of 
significant resources & 
understand the need to 
agree approaches to 
manage these risks. 

Some stand alone risk 
processes have been 
identified. 

No clear evidence that 
risk management is 
being effective. 

No clear evidence of 
improved outcomes of any 
potential identified. 

   U
n
s
a
tis

fa
c
to

ry
 

 Risk Leadership         Risk Strategy &                            People         Partnerships &                Risk management                   Risk Handling                  Outcomes 
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