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1. Introduction 

At Colchester Borough Homes (CBH), like every public organisation, we have 
a duty to ensure that we safeguard the public money for which we are 
responsible. We expect the highest standards of conduct and integrity from all 
who have dealings with us including staff, Board Members, contractors, 
volunteers and the public. 

We are committed to the elimination of fraud, corruption or money laundering 
from all activities we are party to and to ensuring that all of our operations are 
conducted ethically, honestly and to the highest possible standard of 
openness and accountability to protect public safety and public money. 

All suspicions or concerns of fraudulent or corrupt practice will be 
investigated. There will be no distinction made in investigation and action 
between cases that generate financial benefits and those that do not. 
Investigations will not compromise our commitment to Equality Act 2010 or 
the requirements of the Human Rights Act or any other relevant statutory 
provision. 

Any person with suspicions or concerns of fraud, corruption or money 
laundering should immediately report this to the Director of Resources or, in 
their absence, the Chief Executive. 

We will ensure that any allegations received in any way, including by 
anonymous letter or telephone call, will be taken seriously and investigated in 
an appropriate manner. We have a Whistleblowing Policy that sets out the 
approach to these types of allegation in more detail. 

This policy provides an overview of the measures to combat any attempted 
fraudulent or corrupt act and to outline the process We have in place to 
prevent or report on suspected money laundering activities. 

2. Fraud and corruption 

There is no one definition of fraud or corruption but the following is intended to 
provide a guide to the scope of the Policy. 

The Audit Commission provides definitions for fraud and corruption as: 

• Fraud – “the intentional distortion of financial statements or other 
records by persons internal or external to the Company, which is 
carried out to conceal the misappropriation of assets or otherwise for 
gain”. 

• Corruption - “the offering, giving, soliciting or acceptance of an 
inducement or reward which may influence the action of any person”. 

The Fraud Act 2006 has a wider view of fraud than the Audit Commission 
definition, and sets out three classes of fraud: 

• Fraud by false representation – knowingly making a statement that 
is untrue or misleading; 
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• Fraud by failing to disclose information where there is a duty to do 
so; 

• Fraud by abuse of position – where a person occupies a position 
with responsibility to safeguard another person’s financial interests 
and fails to do so by act or omission. 

In each of these cases the person committing the fraud must have done so for 
“gain”, though “gain” includes keeping what they already have. 

The Bribery Act 2010 deals with what the Audit Commission defines as 
corruption and identifies four main offences: 

• Bribing another person - to offer, promise or give financial or other 
advantage to another person in return for that person improperly 
performing a relevant function or activity;  

• Being bribed - requesting, agreeing to receive or accepting a 
financial or other advantage intending that, in consequence a relevant 
function or activity should be performed improperly; 

• Bribing a foreign public official – to offer, promise or give financial 
or other advantage to a foreign public official to obtain business;   

• Failure by a commercial organisation to prevent bribery – where 
the organisation fails to prevent someone associated with it from 
bribing another person to win or retain business for the organisation. 

Fraud and corruption can occur in a variety of ways, and the following, whilst 
not a complete list, are some of the more common examples: 

• Making false claims for expenses, overtime, flexitime, or any other 
allowance; 

• Not declaring a conflict of interest e.g. owning properties which are 
leased to Colchester Borough Homes or the Council, you or your family 
owning companies with which CBH or the Council do business; or 
working for organisations which receive grant funding from CBH or the 
Council; 

• Allocating housing, or any other benefits, to people who are not entitled 
to them; 

• Using our vehicles, ICT equipment, offices/buildings, stocks, materials, 
or any other resources for personal use, or to run a private business; 

• Stealing money, materials or other resources from CBH or our partners 
or customers; 

• Raising orders, or submitting invoices for payment for work or services 
that have not been received or are not required or are at inflated prices; 

• Working for another organisation, running a business, or being self-
employed during contracted hours; 

• Accepting gifts or hospitality from contractors, or organisations who are 
bidding for work, or who we have contracts with, or who receive grants 
from us. 
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3. Money Laundering 

Legislation in 2007 and 2017 sets out the regulations aimed at preventing 
money laundering, the process whereby money obtained from criminal activity 
is converted or exchanged through normal legal transactions into money or 
assets that can no longer be traced back to the criminal activity and so 
appears “clean”. 

Although we are not directly covered by the requirements of the Money 
Laundering Regulations 2007, it is considered best practice to comply with the 
underlying spirit of the legislation and so we have implemented suitable 
processes to combat it. 

4. Measures to combat fraud and corruption 

The measures to combat fraud and corruption are separated into four areas: 

• Culture  

• Responsibilities & Prevention   

• Detection and Investigation  

• Awareness & Monitoring 

3.1 Culture 

The prevention/detection of fraud/corruption and the protection of public 
money are responsibilities of everyone, both internal and external to the 
organisation. Our Board Members and employees play an important role in 
creating and maintaining this culture. They are positively encouraged to raise 
concerns regarding fraud and corruption, immaterial of seniority, rank or 
status, in the knowledge that such concerns will wherever possible be treated 
in confidence. The public also has a role to play in this process and should 
inform us if they feel that fraud/corruption may have occurred. 

Concerns must be raised when Board members, employees or the public 
reasonably believe that one or more of the following has occurred, is in the 
process of occurring or is likely to occur: 

• A criminal offence 

• A failure to comply with a statutory or legal obligation 

• Improper or unauthorised use of public or other official funds 

• A miscarriage of justice 

• Maladministration, misconduct or malpractice 

• Endangering an individual’s health and/or safety 

• Damage to the environment 

• Deliberate concealment of any of the above 

We will ensure that any allegations received in any way, including by 
anonymous letter or telephone call, will be taken seriously and investigated in 
an appropriate manner. We have a Whistleblowing Policy that sets out the 
approach to these types of allegation in more detail. 
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We will deal firmly with those who defraud the organisation or who are 
corrupt, or where there has been financial malpractice. There is, of course, a 
need to ensure that any investigation process is not misused and, therefore, 
any abuse (such as employees/Board Members raising malicious allegations) 
may be dealt with as a disciplinary matter (employees) or through the relevant 
procedures (Board Members). 

When fraud or corruption has occurred due to a breakdown in our systems or 
procedures, Directors will ensure that appropriate improvements in systems of 
control are implemented in order to prevent a re-occurrence 

3.2 Responsibilities and prevention 

The responsibilities for individuals under this policy are set out below: 

 

Board 
Members 
 

All Board Members have a duty to protect CBH and public 
money from any acts of fraud and corruption. This is done 
through existing practice, compliance with the Code of 
Conduct for Board Members and our Memorandum and 
Articles of Association, Financial Regulations and relevant 
legislation. Conduct and ethical matters are specifically 
brought to the attention of Board Members during induction 
and include the declaration and registration of interests. 
Officers advise Board Members of new legislative or 
procedural requirements. 

Chief 
Executive 
 

The Chief Executive is responsible for ensuring that all 
decisions made by CBH are within the law. One of the Chief 
Executive’s key roles is to promote and maintain high 
standards of conduct throughout the organisation by 
developing, enforcing and reporting appropriate governance 
arrangements including codes of conduct and other 
standards policies to ensure that our assets are 
safeguarded. The Chief Executive is responsible for 
ensuring that We have in place a system of controls, checks, 
authorisations and segregation of duties such that 
opportunity for corrupt or fraudulent activity is minimised or 
readily detected.  

Director of 
Resources  
 

The Director of Resources has a duty to: 

• Comply with the statutory requirements for accounting 
and internal audit; 

• Manage the financial affairs of CBH 

• Ensure the proper exercise of a wide range of delegated 
powers both formal and informal; 

• Ensure the recognition of the fiduciary responsibility 
owed to Board Members and the shareholder 
(Colchester Borough Council). 
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In this way the Director of Resources contributes to the CBH 
anti-fraud and corruption framework. 
All suspected instances of fraud or corruption should be 
reported to the Director of Resources or, in their absence, 
the Chief Executive. 

Senior 
Management 
Team 
 

Managers at all levels are responsible for the 
communication and implementation of this policy. They are 
also responsible for ensuring that employees are aware of 
our policies and procedures and our Financial Regulations 
and that the requirements of each are being met. 

Managers are expected to create an environment in which 
their staff feel able to approach them with any concerns they 
may have about suspected irregularities. 

We recognise that a key preventative measure in dealing 
with fraud and corruption is for managers to take effective 
steps at the recruitment stage to establish, as far as 
possible, the honesty and integrity of potential employees, 
whether for permanent, temporary or casual posts and 
agency staff. Our formal recruitment procedure contains 
appropriate safeguards in the form of written references, the 
verification of qualifications held and employment history. 

Employees 
 Each employee is governed in their work by our Financial 

Regulations and other policies on conduct and on ICT 
usage. Included in our policies are guidelines on Gifts and 
Hospitality, and codes of conduct associated with 
professional and personal conduct and conflict of interest. 
These are issued to all employees when they join CBH. In 
addition, employees are responsible for ensuring that they 
follow any instructions given to them, particularly in relation 
to the safekeeping of company assets. Employees are 
expected always to be aware of the possibility that fraud, 
corruption and theft may exist in the workplace and be able 
to share their concerns with management. 

Internal 
Audit 
 

Internal Audit plays a preventative role in trying to ensure 
that systems and procedures are in place to prevent and 
deter fraud and corruption. Internal Audit may be requested 
to investigate cases of suspected financial irregularity, fraud 
or corruption, in accordance with agreed procedures. 
Internal Audit are empowered to: 

• enter at all reasonable times any CBH premises or land 

• have access to all records, documentation and 
correspondence relating to any financial and other 
transactions as considered necessary 
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• have access to records belonging to third parties such as 
contractors when required 

• require and receive such explanations as are regarded 
necessary concerning any matter under examination 

• require any CBH employee to account for cash, stores or 
any other CBH property under his/her control or 
possession 

Internal Audit liaises with management to recommend 
changes in procedures to reduce risks and prevent losses to 
CBH. 

External 
Auditor 
 

Independent external audit is an essential safeguard of the 
stewardship of our money and is a requirement under the 
Companies Act. 

Through specific reviews that are designed to test (amongst 
other things) the adequacy of our financial systems and 
arrangements for preventing and detecting fraud and 
corruption the External Auditor provides assurance that our 
accounts are materially correct. It is not the external 
auditors’ function to prevent fraud and irregularities, but 
external auditors are always alert to the possibility of fraud 
and irregularity, and will act without undue delay if grounds 
for suspicion come to their notice.  

Public 
This policy, although primarily aimed at those within or 
associated with CBH, enables concerns raised by the public 
to be investigated, as appropriate, by the relevant person in 
a proper manner. 

 

Risk assessment 

The risk of fraud, corruption or money laundering occurring will be assessed 
as part of our risk management process. Any risks identified will be added to 
the risk register and monitored by DMT, the Finance and Audit Committee 
and, as appropriate the Board, in accordance with our Risk Management 
Policy and Strategy. 

Conflicts of Interest 

Both Board Members and employees must ensure that they avoid situations 
where there is a potential for a conflict of interest. Such situations can arise 
with externalisation of services. Effective role separation will ensure decisions 
made are seen to be based upon impartial advice and avoid questions about 
improper disclosure of confidential information. 
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Official guidance 

In addition to Financial Regulations and Memorandum and Articles of 
Association, due regard will be given to external recommendations. 

We are aware of the high degree of external scrutiny of its affairs by a variety 
of bodies such as the external auditor, the Local Government Ombudsman 
and HM Revenues and Customs. These bodies are important in highlighting 
any areas where improvements can be made. 

3.3 Detection and investigation 

Internal Audit plays an important role in the detection of fraud and corruption. 
Included within the audit plans are reviews of system controls including 
financial controls and specific fraud and corruption tests, spot checks and 
unannounced visits. 

In addition to Internal Audit, there are numerous systems and management 
controls in place to deter fraud and corruption, but it is often the vigilance of 
employees and Members of the public that aids detection. In some cases 
frauds are discovered by chance or “tip-off” and we will ensure that such 
information is properly dealt with within its whistleblowing policies. 

Detailed guidance on the investigation process is available separately. 

Disciplinary action 

Our Disciplinary Procedures will be used to facilitate a thorough investigation 
of any allegations of improper behaviour by employees. Theft, fraud and 
corruption are serious offences which may constitute gross misconduct 
against us and employees will face disciplinary action if there is evidence that 
they have been involved in these activities, including Benefit fraud. 
Disciplinary action will be taken in addition to, or instead of, criminal 
proceedings depending on the circumstances of each individual case. 

Board Members will face appropriate action under this policy if they are found 
to have been involved in theft, fraud and corruption against CBH. Action will 
be taken in addition to or instead of criminal proceedings, depending on the 
circumstances of each individual case but in a consistent manner. 

Prosecution 

In terms of proceedings we will endeavour to take action in relevant cases to 
deter others from committing offences against CBH. 

Publicity 

We will optimise the publicity opportunities associated with anti-fraud and 
corruption activity within CBH. Wherever possible, where we have suffered a 
financial loss, action will be taken to pursue recovery of the loss. 
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5. Awareness and monitoring 

We recognise that the continuing success of this policy and its general 
credibility will depend in part on the effectiveness of training and awareness 
for Board Members and employees and will therefore take appropriate action 
to raise awareness levels. 

The Director of Resources will provide an annual report to senior 
management and Board Members outlining investigations undertaken during 
the year. 

This policy and associated procedures will be reviewed every three years and 
will be reported to senior management and the Finance and Audit committee. 

6. Anti-money laundering procedures 

We are not directly covered by the requirements of the Money Laundering 
legislation but does comply with the underlying spirit of the regulations. It is 
also recognised that the nature of our operations makes this a low risk area. 

We have designated the Director of Resources as the Money Laundering 
Reporting Officer (MLRO) or, in their absence, the Chief Executive. 

Any person who knows or suspects that a transaction may be for the purpose 
of money laundering must inform the MLRO immediately. It is essential that 
the person does nothing that may alert the other party to the transaction. 

Full details of the Anti-Money Laundering Procedures are in Appendix 1 to this 
Policy. 

7. References 

This policy has been created with due regard to the CIPFA better Governance 
Forum’s Red Book 2 ‘Managing the Risk of Fraud’, the CIPFA 2014 Code of 
practise on managing the risk of fraud and corruption and the Audit 
Commission Publication ‘Protecting the Public Purse’. 

• Fraud Act 2010 

• Bribery Act 2010  

• Money Laundering Regulations 2007 

• Money Laundering, Terrorist Financing and Transfer of Funds 
(Information on the Payer) Regulations 2017. 

8. Related documents 

• Whistleblowing policy and procedure 

• Board Member Code of Conduct 

• Memorandum and Articles of Association 

• Standing Financial Instructions 

• Hospitality & Gifts policy 
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• Information & confidentiality policy 

• Staff Code of Conduct 

• Recruitment & selection policy and procedure 

• Internet, email and mobile phone policy 

• Disciplinary procedures. 
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Appendix 1 - Anti-money laundering procedures 

1. Introduction 

Although public bodies are not directly covered by the requirements of the 
Money Laundering Regulations, guidance from CIPFA (Chartered Institute of 
Public Finance Accountants) indicates that they should comply with the 
underlying spirit of the legislation and regulations. 

We are committed to the highest possible standards of conduct and has, 
therefore, put in place appropriate and proportionate anti-money laundering 
safeguards and reporting arrangements. 

2. Scope of the procedures 

These procedures apply to all Board Members and employees, whether 
permanent or temporary. 

Its aim is to enable Board Members and employees to respond to a concern 
they have in the course of their dealings for CBH. Individuals who have a 
concern relating to a matter outside work should contact the Police. 

3. Definition of money laundering 

Money laundering describes offences involving the integration of the proceeds 
of crime or terrorist funds into the mainstream economy. Such offences are 
defined under the Proceeds of Crime Act 2002 as the following ‘prohibited 
acts’: 

• Concealing, disguising, converting, transferring or removing criminal 
property from the UK 

• Becoming involved in an arrangement which an individual knows or 
suspects facilitates the acquisition, retention, use or control of 
criminal property by or on behalf of another person 

• Acquiring, using or possessing criminal property 

• Doing something that might prejudice an investigation e.g. falsifying 
a document 

• Failure to disclose one of the offences listed in a) to c) above, where 
there are reasonable grounds for knowledge or suspicion 

• Tipping off a person(s) who is or is suspected of being involved in 
money laundering in such a way as to reduce the likelihood of or 
prejudice an investigation 

The Terrorism Act 2000 added further offenses related to the raising or 
possessing funds for terrorist purposes. 
Potentially very heavy penalties (unlimited fines and imprisonment up to 
fourteen years) can be handed down to those who are convicted of one of the 
offences above. 

4. Requirements of the money laundering legislation 

The main requirements of the legislation are: 

• To appoint a money laundering reporting officer 

• Maintain client identification procedures in certain circumstances 
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• Implement a procedure to enable the reporting of suspicions of money 
laundering 

• Maintain record keeping procedures 

5. The Money Laundering Reporting Officer (MLRO)  

We have designated the Director of Resources as the Money Laundering 
Reporting Officer (MLRO). 

In the absence of the MLRO or in instances where it is suspected that the 
MLRO themselves are involved in suspicious transactions, concerns should 
be raised with the Chief Executive. 

6. Reporting procedure for suspicions of money laundering 

Where you know or suspect that money laundering activity is taking/has taken 
place, or become concerned that your involvement in a matter may amount to 
a prohibited act under the Act, you must disclose this as soon as practicable 
to the MLRO. The disclosure should be within “hours” of the information 
coming to your attention, not weeks or months later. 

Your disclosure should be made to the MLRO and must include as much 
detail as possible including: 

• Full details of the people involved  

• Full details of the nature of their/your involvement. 

• The types of money laundering activity involved 

• The dates of such activities 

• Whether the transactions have happened, are ongoing or are imminent; 

• Where they took place;  

• How they were undertaken; 

• The (likely) amount of money/assets involved; 

• Why, exactly, you are suspicious. 

Along with any other available information to enable the MLRO to make a 
sound judgment as to whether there are reasonable grounds for knowledge or 
suspicion of money laundering and to enable him to prepare his report to the 
National Crime Agency (NCA), where appropriate. You should also enclose 
copies of any relevant supporting documentation. 

If you are concerned that your involvement in the transaction would amount to 
an act of facilitating money laundering, then your report must include all 
relevant details, as you will need consent from NCA, via the MLRO, to take 
any further part in the transaction - this is the case even if the client gives 
instructions for the matter to proceed before such consent is given. You 
should therefore make it clear in the report if such consent is required and 
clarify whether there are any deadlines for giving such consent e.g. a 
completion date or court deadline. 

Once you have reported the matter to the MLRO you must follow any 
directions he may give you. You must NOT make any further enquiries into 



Building Trust • Delivering Tenant Led Services • Commitment to our Communities 
 Delivering Professional Services • Providing Value for Money 

CBH Prevention of fraud, corruption, and money laundering policy - April 2019 14 

the matter yourself: any necessary investigation will be undertaken by the 
NCA. Simply report your suspicions to the MLRO who will refer the matter on 
to the NCA if appropriate. All members of staff will be required to co-operate 
with the MLRO and the authorities during any subsequent money laundering 
investigation. 

Similarly, at no time and under no circumstances should you voice any 
suspicions to the person(s) whom you suspect of money laundering, even if 
the NCA has given consent to a particular transaction proceeding, without the 
specific consent of the MLRO; otherwise you may commit a criminal offence 
of “tipping off”. 

  

Do not, therefore, make any reference on a client file to a report having been 
made to the MLRO – should the client exercise their right to see the file, then 
such a note will obviously tip them off to the report having been made and 
may render you liable to prosecution. The MLRO will keep the appropriate 
records in a confidential manner. 

7. Consideration of the disclosure by the Money Laundering Reporting 
Officer 

Upon receipt of a disclosure report, the MLRO must note the date of receipt 
on his section of the report and acknowledge receipt of it. He should also 
advise you of the timescale within which he expects to respond to you. 

The MLRO will consider the report and any other available internal information 
he thinks relevant e.g.: 

• reviewing other transaction patterns and volumes; 

• the length of any business relationship involved; 

• the number of any one-off transactions and linked one-off transactions; 

• any identification evidence held; 

The MLRO will undertake such other reasonable inquiries he thinks 
appropriate in order to ensure that all available information is taken into 
account in deciding whether a report to the NCA is required (such enquiries 
being made in such a way as to avoid any appearance of tipping off those 
involved). The MLRO may also need to discuss the report with you.  

Once the MLRO has evaluated the disclosure report and any other relevant 
information, he must make a timely determination as to whether:  

• there is actual or suspected money laundering taking place; or  

• there are reasonable grounds to know or suspect that is the case; and 

• whether he needs to seek consent from the NCA for a particular 
transaction to proceed. 

Where the MLRO does so conclude, then he must disclose the matter as 
soon as practicable to the NCA on their standard report form and in the 
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prescribed manner., unless he has a reasonable excuse for non-disclosure to 
the NCA (for example, if you are a lawyer and you wish to claim legal 
professional privilege for not disclosing the information). 

Where the MLRO suspects money laundering but has a reasonable excuse 
for non-disclosure, then he must note the report accordingly; he can then 
immediately give his consent for any ongoing or imminent transactions to 
proceed. 

In cases where legal professional privilege may apply, the MLRO must liaise 
with the Council’s Section 151 Officer to decide whether there is a reasonable 
excuse for not reporting the matter to the NCA. 

Where consent is required from the NCA for a transaction to proceed, then 
the transaction(s) in question must not be undertaken or completed until the 
NCA has specifically given consent, or until there is deemed consent through 
the expiration of the relevant time limits without objection from the NCA. 

Where the MLRO concludes that there are no reasonable grounds to suspect 
money laundering then he shall mark the report accordingly and give his 
consent for any ongoing or imminent transaction(s) to proceed. 

 All disclosure reports referred to the MLRO and reports made by him to the 
NCA must be retained by the MLRO in a confidential file kept for that purpose, 
for a minimum of five years. 

The MLRO commits a criminal offence if he knows or suspects, or has 
reasonable grounds to do so, through a disclosure being made to him, that 
another person is engaged in money laundering and he does not disclose this 
as soon as practicable to the NCA. 

8. Training 

Officers considered likely to be exposed to suspicious situations, will be made 
aware of these by their senior officer and provided with appropriate training. 
Additionally, all employees and Board Members will be familiarised with the 
legal and regulatory requirements relating to money laundering and how they 
affect both CBH and themselves. 
Notwithstanding the paragraphs above, it is the duty of officers and Board 
Members to report all suspicious transactions whether they have received 
their training or not. 

9. Conclusion 

Given its legal position with regard to the legislative requirements governing 
money laundering, we believe that these Procedures represent a 
proportionate response to the level of risk it faces of money laundering 
offences. 
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